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248 YT 11121 17727 711X D217 TN 17001

"WIR VTN 7V 11aa7 N1t Ta 4.2.1.3.3

710 T127'OX 711w 7'

TIMYN 7T TN NOUXRIY WX VYT 7V 1100 TIXR 770N 1T N7 T
TIXTONYT7 T2 120771771 WY XN 24T YT'NI WIN'Wil TIXT,i71IN TI0DX
TIV1 100X "W'X VTN TI'1Ri {7100 712X 7MY WYY WIn'wi
TINM7 11711000 1130 7V TTOD1AN 110777 179N 171111 WIn'wil
ATMYNNANI TWAXT ,0'D0711 7171 007711 WX VTN T12 TNWARN 011
w1 ,071X1;1"T7 1iYXIN TIX T'NVN71 117170 710y 717471 11707 ,V1nY7
7'712 17X TINDN7 "W'X VTN 71N 712X TP 7W WIN'WAY N'0an7
11271 7110 AWy DIYTINT 112%0 1IN 7V D'TR 10N 110 TNy
VT TII'WW WAT1 7207 WK VTN 7V MR T amidin anil
1TVAY TIM1711000W1 VTN XW11 1070 N17W1 1210 5710 121X iwyn
D'WXNX TIYND 7171, 711'D12Y7 21XWil 1N{7V7 DRI 12XV 711V VTNi
77 TNIMN 7R TNYMTA 1270 220w VTN 7V 711207 DX 0171100

TTITAM YINIT 'WXNKRT X' OXTTIXT 1TINGN QX0 710 07 T'WY1 X' OX

KALDANI & ;9-6 'my1 ,3 w"n 777 ,EUROPEAN DATA PROTECTION SUPERVISOR 248
.14-13 'nya ,243 v"n '7°y7 ,PROKOPETS

Directive 2016/680, of the European Parliament and of the 249
Council of 27 April 2016 on the Protection of Natural Persons

with Regard to the Processing of their Personal Data by Competent
Authorities for the Purposes of the Prevention, Investigation,
Detection or Prosecution of Criminal Offenses or the Execution

of Criminal Penalties, and on the Free Movement of Such Data, and
Repealing Council Framework Decision 2008/977/JHA, 2016 0.J. (L 119)
.(j71I0 NB?IX D171P7 2772 WX YTI0 7Y NIANT7 N0 Ta 1707) 89

.20-19 o°a°ypa ,op 250
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DND7 D'DILI'RI TAWNTIN NI TMWY{7 17791, 710710 T and
3L yTnn Xw1 7w

TNYXNAXD WY1 11 OX TIN"1 WX VTN T2 T17190W 110 IWXD
TINND 1120 JiTTINDN X 1970 121X AWNTINI TN 11171100
270 TNY7 100K 7MY 7Y ,UTT0 XY 7Y TN DT TIX
TNMYIY DN D'WXNX 7Y 111'N2 03 71727 X 17 170 .0"1D'D
N'217171 "WX YT'MY 11 17711 N'0ANY7 1D Y'NDi7 Myi71n 71N 110X
DV YV T1i17 j71Ni1 T121DX MY TNAMNN 1D 2202077 T TYNT7 1Y

253 y T 712V DD TI1'DIAN NIAA7 T TR0 TN

VT D0 VTN XW117 7207 12K TMYA TIX 12077 T 127NN TV
ALY 7V1 TIT7 VA1 VTN TNa0N7 177V "WIR0 VTN T12W 7V DY
VT XW11 7w 111107 , VTN T2 TNDNA 1IN W7 YT DT VTNl
V7V WK VT TIWAT 111107 121 N1'DIAA 1107 w7 anyna miny
T127 10X TNMWA TIX 712NN 02 2077 T 15771 1K w1711 17707
TNI"TNYT N7 T TNWAXN XD D1 VTN XW11 7w 17X 171127 TIX
NW11 T1'1DT T1270N 1IX VTN XW117 VTN 70N NTIYMTN 2NNY7 7INani
MO M1 AWNTL, 1DY7INT A1 TR TITA YINI AT TV 70 TN
17171 17X TINLN71 N1T1 DWW D'WIR 7W DNDA7i D'DIDIR
V1INY7 "1 (2) ;'0awn X "M 7707 IR 1707 0Y1an ViIny 1 (1)
IX T1'7'70 M"Y 7w 172 IX 70 ,0VTIN [MnY m7iva 7y w1y
1ND' 7V N1A77 (3) ;71'7'70 WY 7Y WI11'W VYIINT TTD IR ,i11'1 fYan
7w 1IN TNTIDT 7V 711207 (5) 'NIXRT7A 1INDYIAA 7V 71207 (4) ;01320X00

34 N

.26 NnTi7n 9°ypa ,op 251
.27 9°ypa1 58 AnTin 97ypa 00 252
.28 77yDA1 59 AnTyn 1°ypa 0¥ 253

.15-13 0°9°ypa1 44 nnTign 9°ypa ,op 254
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DIN TINNX TIMLNY7 71N TIADX MY T 'WR VTNl wIn'y 7D
T0IN 1777 1'UXAN TIXRANT Y770 1Ay 7w 7Nt 179 ,nyiny
255 GDPR™11 1Miun1

ninIT 'y .4.2.2

TNY™MTN MDA 11X TIN'R fNANA A1 TNY CJEUTT 700 2020 1110171X1
TID{711 X1 WWKRD 02, TID? TIMIDT7 q0'XA TNW™TN 17'YaT 21K 7100
1712 [ A1TAA L, JINNX 077N .07 "NIXR70 1IN0 7V 11207 7190
TI'IDTA Y2 TNYWARN D07 717 N1 "NIX70 1INDA0 7V N1 wnnwiny
7w DIDIXI N7 TIX V11{77 NwAIN TIN'RA AN a117Tn 72 ,19X .0TX
V01 1917710 "20IX71 71'21V7 DXRTINA 717w "NIXR70 11NN 7V 1140
DMIIND'1 O'DIDI'R 7W 1IX 112X 1IN0 7Y 71012 TNITIN DTX 711011
TMIN7 1INDIN 7V 117 DY D71IW TN WXAK 70 071X 2°6.0711'N

BTN 7100 TMYNT1 TINYY7 17N

7w WIN'WY Yald 'an'Xil DINIA0 YW Annn 'y Y 17nna
MynIl wIn'ww Vil D1oan 1j7VNa N7t TINTRA TINana mimn
1IND™IY7 X MR [IND'Y7 "WNN WWN W1 IWXD 7TYIN 17 MY 379N
TN A7UN M7 VA7 WIN'WAW 71000 TIX WINYT T 25813701
DWYNX VY'Y 717201 177110 "NNan 1IX 1N7 XN ' ,0M7100
TIMIT 7Y 1170 MYT7 7Y N'Da07 T 0UDAWAT 0TINX 070D
MY713In ,7UNY7 7117 07712 71780 DWYNAX TINIRZIMIA 01N DT

.15 ,11 ,4-3 anTyn °a°ypa ,op 255

Consolidated Version of the Treaty on the Functioning of the 256
European Union, arts. 36, 45(3), 51(1), 62, 65(1)(b), 346(1), 2016 0.J. (C
202) 47

Joined Cases C-511/18, C-512/18 & C-520/18, La Quadrature du 257
77y7 ,Milderbrath ;Net v. Premier ministre, ECLI:EU:C:2020:791, ¢ 99
.77-74 ,71 ,45 'nya 3 ¥"n

.1 'nya ,op 258
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L DAIXAN IN17'N1 17VN0N 1RT NI'NAN 1j7VN 7111 WIn'wil 7y 710
D"IDD D'WYXNAX ,TID' T'IDT1 V219 WIN'W 7V DMDIXRT DN 020
WIN'Wil TIX {70017 NMYAXT ,A77VNi Nj71111 717 WIny 190 Nry
DT1j7 ATINT 710711 71X X771 DTX TMDT 720 7W My7n1 71000 171111
WINT7 179N 71011 7w Nx'7 awax7 vxii 1y (kill switch) 17 n'71vn7
OXW VXTI 177111 1771 WIN'wY7 121" N0 "N1D0 IT{79i 1i'TN1j77n
M X7 77 NT7'A0 132V 1101103 VA7 WInN'Y vy NI77e nor
7w TI{720 1X TINNYT 1NY7 X 712011 TNYAR V17 WInwian ji1miy
70V TIN7Wi1 DL DTR T1M2T 7V VAWl 17071 VIX'11 1j7VN 1771
TI77 711X 711N "7V11 D'W7WNY YXIN 1D 77111 WIn'w 1'wn NnY7
1R ND1I7 T2, fY{7Wil 127 179N Nj7711 TNXT A0 1IN 71K

259 pTX T1'1DT 7V 111271 f1"MIX1NA TIVNDIN TN

11ND'AN" AMNY 12010 "Rl DIN71A0 Nwi717 YX1aYy N0 17NNl
wAINY7 J12T '7V1 TI1'DIAYT7 0T 7V 700 7W 070X 357V X1 ""NIRT0
T121NN 1011 11DA {7'1YN XY D1WN ,'DI71NT 1WA 11'NN2Ai Mo
GDPR™1 MV11j7i1 17X TINATT M1'DIAQYT T 7Y T11ANGT IXAT7 7Y
w12 "MIX7i IND'AN INY VXN 377 2%.ePrivacy i NAW71T1 1R
T'D71971 7770 7731 DYT7INN0 OTNX 7Y 70 71N D DIXNXY1
MYDLN TI71VA 117K 121X DIWAY T11719A0 1700 0 7'27n1 .01rna
700 7V vawi (2) ;0719 1M 7V V17 avawi (1) TN inntia
V10l (3) ;LAYnNi JDIVN X T1N'NAN TIDYN 7Y 7WnY 0I7InTia

.69-68 'nya ,ov 259

Directive 2009/136/EC, of the European Parliament and of 260

the Council of 25 November 2009 Amending Directive 2002/22/EC

on Universal Service and Users' Rights Relating to Electronic
Communications Networks and Services, Directive 2002/58/EC
Concerning the Processing of Personal Data and the Protection of
Privacy in the Electronic Communication Sector and Regulation
(EC) No. 2006/2004 on Cooperation between National Authorities
Responsible for the Enforcement of Consumer Protection Laws, 2009
.(ePrivacy~n n1°wpi1°T :170'7) 0.7. (L 337) 11
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TITAITT0 11D7T (5) ;0TR JT11MIT JUNY7 D'OODI'D7X TNX 1j7VN (4) ;71Nwi7n7
7w 10TV (7) IR ;ATWUNY7 IR TNAN7 TN 115 170 (6) ;71Mj7'1 1X
ATIN IR RXIN J1'D™719 79T 71T 07 11701700 7w 11X1357 AN
AXITIND TIX13)7 AN YA 1X 7117907 712 101 W'Y TINNX 7111030 18
D7IX 1" IND'1 7V MY DW7 MYl 0Tm71yay v 11
WY1 TM71V0Y Y1DW7 DX 17771 T719A0n TINK "TA7 1179211 0
TID7WiT MYTNYT7 D10 D'UXNARG 7D TIX fID71W1 117N 1IN0 [UNY
TI71NTIN "NIXYT TND'1 "NYDN 17YN XWYI117 X7W YN TV 07w T 7wil
TIW{71Ni1 IMaN NI IN172 ePrivacy’il T11'D{71'T1 GDPR™ TIXAI
1D7DX" NI 112101 ,"RIX7 11ND'1 TTNLNY7 1j7VN 171111 wIin'y mwy7

261 GDPR™1 IIX1711 D1 TINVY7

European Data Protection) '™M1'Wi1 TIN'R1 VTN T1A1 7V Nj7ani
X 1N, TIN'RI 7W TI'KNXViT VTN 7147 TR X1 (Supervisor, EDPS
1j7VNi Nj77111 01RO TIN'RI TTNANT TNITTN 1WYY wWIN'wil TIX Xii
DDNiT 1197011 '7V DIYWI 1IX D1'DW INXND IND'w7 .NSO 111N 7w U1Daa
TIXND 10 YT 19701 1R 117w DIYD1 TN 11130 1171y vixeay
TIIX7 ,WNNWNY7 1'TR17 712" X1l ,12 WNNWNIN 7V 71211 YT DXV 1197011
.NN1YNT w1 X171 M DY TIYT71 17W 1AIXRYN D7D TIR TXRT7 IR
TIX7N W' N7'WANY7 Nji7'1VN YWK 01010 TINATT 1j7YN 77111 70 D1wn
007 VI0N TNWAXN WY VTN 11117 WX VT'NY7 N7121n 711711
NN MIY710 7INY7 7'2107 aMwy D10 "N 7w 711 D NDIR
7V 721 TINTRNT T1'DIAYT 111210 YTTAN XY 71W117 717w 0TI
WNNWNT VTN XY 7W 1711'D1A1 {77 11'R 71V00 .J11'D1A7 711D 110N
M 7D 7w DI1'DIA1 02 X7X ,A77YNN 7771 TN 17X 0ONA 119701

262111217101 MI¥N IX W71 1N XYNIY

GIOVANNI SARTOR & ANDREA LOREGGIA, THE IMPACT OF PEGASUS ON 261
FUNDAMENTAL RIGHTS AND DEMOCRATIC PROCESSES 55-60 (Policy Department for
Citizens' Rights and Constitutional Affairs Directorate-General
for Internal Policies 2023)

.5-4,2 'nya ,3 v"n '77y'7 ,EUROPEAN DATA PROTECTION SUPERVISOR 262
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TINNT 1j7VN N7TY X19X 7'0i1 "21Ri TIN'R1 VT 1120 7V Ni7ani
7w N0 "' (game changer) 7NWNi 773 7W "1'W 1 T11 X1 D10IA
TIW710 1IN NA7WnN 1j7VN 771011 ;71010 TNIW{7N7 fwan NI'NaN wnn
10D 1IX 'DAYN TINDIX 'WYNX 70 DAY 0'IMAXND DY 17 7Y RY

263 Mmynwn on7

TIW™MT1 NNV 1j7VN Nj7T1IW 7121101 N0 W' | Ni7ana Va7 07 1x¥nl
TI7XW1 ,+108 MINXAT DTX TIDT7 AR TIAKD V1370 T
JIDIN7Y AR 770 T'DY7INT AR T1'NTDA7 DN TAWA7 anixng
1T MY™MT1 TRV 11'K 01020 TINANT 1j7VN 771111 WIn'w Ni7ania 07
7172170 NI27TIN 7Y TN DR 077 1712 TN 711011 X7X 01K
VIN'I71 U100 TINNT 1j7VYN 77111 7w T1710WIN 770 T1AWnT7 TWaxy

264 1111 wnnwn7n

7121710 N1 71'Wa1 7V VAN "O1Ril TIN'R1 YT 711 7Y N79ni
"7'WANY7 Nj7'1VN 7710 INXN 01012 INAT 179N M7l win'wl
T11'X DUND XYW INXNT,377VYNYT7 N7 119701 1171010 171711 X710 07w
AMIVYXNN (ORI VTN DX 720 ,i17117'YA27 077027 M4y mimn
T11'NANT 170100 DANA TT7IN - 7779 7701 'R N7 7721 7100
TII'AX TIX X7 0'712' DI'R XW117 D'NNING TN R0 TITTNR
7'UANY M T T 19701 A7NYIY 1R 117N RY NTDAA71 1R
DOWNY7 DX 7V 1711271 V1107 WY 177111 WIN'WI 17 12101 171110 TIX

265 1211

JO1R TINTRA YT 71320 7Y D790 TYT7 110101 IR0 7006
,TINRA TN 701 01020 NNATT 179N N7 WIN'Wi 7V 110X X'
WIN'W V1INYT T2 DTTUX D1j717 W' 11DV 1177111 WIN'W fTW VI TIXT 701 OX1
WINWIT 7V 7'V '0Y71NTA N7 TIX 77TN7 VXN N7ANi0 .11 710 TM71

oY 263
oY 264

.9-6 'nya ,ov 265
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TAVY'TAT WRIN TT'D12'Y 1771, VTN 1130 7w ITYXART 17VN 1171111
77NN MeMT7 IY N'DaN7 ;TTDY7INT N7 78 TINNR- 7Y
TIADX T1MYY T WX YT 7Y 111307 12071777 7'V TN
TIIWNA j7'1Vi7 ;77'72 777121 DWK1 7W 1217 DAWNY M2 TR 7107 ;710
WIN'Wil T7TX7 WNWNN MR [IND'IA AMN7 71T TINXNIXND
TI'WAIN TNY7T IT'D1A'W TIXNXY N7 ;01012 TNATT 179N M7l

266 17X0W TT7T111 WINW7 Y111 "X N'Wil TIX 71071

n"1a NININ 4.3

NIN'T 7Y NI 431

DUYIN'WTT N1'217110D1 DMIXIN X1XT 7V N17'0 1DWN 077 T4 TR
DN DMYIN 7W DUIXIX' 17NN T YWD ARIDNT 1700 001 7V
T77NNY  TNYUNT TIMIWTN 17100 7w DUXIX' D2 10D, JN1j7n1
TIN'WN1 112 TV 17721 X'71 IX1X' 7V D727 wWW fTID'7Ni1 70X TN0N
1INDANT AMWYTIN TIIDIDN XX 1'WM 717171 267, 0™M§70 1171100140
ADWN J1'7NX0 INDNN T77NNaY (Bureau of Industry and Security)
TNIWTN J1A71100 1'1 WWi7i1 NIA0 JINN 2019 71w 12TV 717 N1j7'A
LW TLA 28 7w YINT 'ON A17TAN 7W TNIX70 011N 127 oMzl

.11-9 'nya ,ov 266

Commerce Control List~n 1x ,The United States Munitions List 267
Export Administration Act of 1979, 50 U.S.C."n nnn naInd nn»’nw (CCL)
§§4601-4623 (2018) (repealed 2018)

Export-n n’n N1 A100 021X10 7Y X1X? 12TDA PN 1IN 7100 268

170110 127X 1994 nawa ny?ia oy .(ow) Administration Act of 1979
International Emergency Economic Powers~n N1ADN1 07701X7W1 0711X2
Export-a 11 1yapiv X1X770 0172an 1ynwin 2018 niwa .Act, 50 U.S.C. §1702
National-nn 77n3 7i7n1 7wx ,Control Act of 2018, 50 U.S.C. §§4801-4852
Defense Authorization Act for Fiscal Year 2019, Pub. L. No. 115-232,
.(NDAA 2019 :17n'7) 132 Stat. 1636 (2018)
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TINXOX 7W D711 AXYN 7Y 1121170 TIX 1aW7 X1 12TIVNi0 N17'ai
7v TINT 0717 TAVA 7V 71 TINTNN 7117120 1700 TMYXNDXRD 110
TI'LM7 TNAWNIN 1AY0 71277 71171100 7W1 TIwTN NNAan 11171100
LT 171100 1712 TNV 7V D2 71170 72200 %0110 11nn1a7
717'w 077w 11N TN T11'NAD DA D0 TIYXARI XY ']
112 70113 INIXAR 7V YINT TITTAY7 D' 0'717'W TX7 "NIRT 1IN0
7v MIT'an TIX 11N17 W' 12210 N7 717171100 7V 7707 vt 0OX V13§77
M 7y XX 117220 7W nyawim IR 0 TR 7IR1T 711171100
T171203 XIX'W 1710 7@ 717U TIXT T1Ma0 XX 17X 11171100
7V TIT1D70 INXYT7 JINT TN TINTT JTMwTN 771100 7w 1wawil
N7 TI'RWN TI'1I7 DR INUNA 717700 12211 D177 A1 17171100
TIMWANRT TUW T TR TIXT 1711000 7w X701 "WRNYN TIX 01 112Nl
7V W™ 121N 70171 MMj7N 701 .07V 171N T11'2¥A 00 7117100 1yl
17V 7177011 T1MAN TXORY TI1TTNY7 T1IN7190) 1001 T1'171100 X1X?
112WN1 XA 7I1'DX¥A0 XIXT T'WM TNIY71 T11'NA1 'O 1107 1INANX
1IND™ 7V TY712N0 71711001 X1X VAW 1271 IR 11DV
TIIINDLYAN TWYTIN 7120 7V XX VAW 1IN XX 78 "NIRT7N

211 a0 TIIXORD

ilj'0n .4.3.2

DAYN 711 DT 17X D' 'IXA 17YN N77111 WInwi my7in
,417W 11 TNINT XDN TNIN 1Y 2019 121D7IX .J1MAN TIXXL
V1§ 27191 .i1'1011977§71 "TINNAT DAY 11'17 NSO T11 YA ,AXULKXI
OXDDLX1 TNNAYN IND NSO M1X* 2019 "RN-7"19X D'WTIN{ 1771N1W (VDI
TIX 71107 171171921 071X JINY™1 WIN'Wi X177 DINADN N0

.1758 97°ypa1 , 0¥ 269

Burt Braverman, Congress Enacts the Export Controls Act 270
of 2018, Extending Controls to Emerging and Foundational
Technologies, DAVIS WRIGHT TREMAINE LLP (Sep. 26, 2018)

.1758 17yp1 ,268 v"n 77y7 ,NDAA 2019 271
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N17V7 NSO fIN'7¥i1 N7Xi1 TNIWNN TYXNXIY DIYN WIN'Wil DOUil
TIX 1"TN7 NSO "1'1 117V 72 .MNIW 7W fINDAXMT 7112X710 111210 TIX
201 O"INX D11 DM'WIN1 0T 11970 ™1'wWIN 1,400727 UIDAA 711171
TIMDT "7'WA IR D'RNTT'Y7 02"Wil 0DM'WON 100 DIMN Ty M1Tn
W7D TI'1'DO7X 117190 70 DW'7 L1717 W TIV'WONN '"WNNWNY 71N ,0TX
71y0111 71070 107w NSO™W YD1 TIV .J1MIWY7 IX YT 7V 11X'N7 11D
NSO 1172 712 .0"IWNN NI TMYXNXI TTIN177 11 1WYY WIn'w a1 711
T 'WINI TN 117190 YUXA7 177117 T7 71000 T70010 TIX 12TV7
11NN VTN 1'AVA71 1'WIN1 177110 7w 17117190 TIX 1017 ,2j7VN00 TV 7w

2 777

WIN'W I TN'DNN 1w 011" NN 117'2i1 NSO'W 03 VDI y'ana
TI07Y I, 770 D770 1770w, 1TIN1777 120N TN 17001071111
71111 WIN'Wil 1101 11 WIN'Wil DD0i TN TNIYT 7w NDING
1271 'TIN1777 11j71vi NSO 12 11D .11 wIn'wY J1ING770 vl
71NN 1w 7T 7V 1WA 11791 T1'N070 TNIY7TT,7"X1T TIYXNRD 711100

23 NN NN 111 7V 07117

WINNT DAYN T .ATINTI N0 7V VAN Nj7'nn7 NSO 7w nnwjza
17w A1 TNN 7w 7112100 117U10 NSO™W XY {7010 11110771 110X 11NN
TNIY7 71712 AR X' ,7N1 70 721 177111 WIN'wil [1'wM TIXK 110N
DW1 1X DYDN 0'7V19i1 012107 Nj71VING 711700 DAY X TNI'DNIN
NSOW Tl fI"TAN TIX 1N7 X7 NSO TA1 1j7'DAY DIYN it ' n
TIXX W'Y TINN1 DMIVY7 DAY 111 P4nnyon X nwi n7yn

i717'07 NSO Tw{71 TIX fINT1 "TINNA{T DAYWN{T 11" TID7NN TR WX T1M3i

Complaint and Demand for Jury Trial, WhatsApp Inc. v. NSO Grp. 272
Techs. Ltd., No. 3:19-cv-07123 (N.D. Cal. filed Oct. 29, 2019)

Plaintiffs' Opposition to Defendants' Motion to Dismiss, ;ov 273
WhatsApp Inc. v. NSO Grp. Techs. Ltd., No. 4:19-cv-07123-PJH (N.D. Cal.
May 27, 2020)

WhatsApp Inc. v. NSO Grp. Techs. Ltd., 472 F. Supp. 3d 649 (N.D. 274
Cal. 2020)
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Foreign Sovereign Immunities "W 700 X171 :7111¥ {71011 A0 7V 1Y*AN0
117N 7w N1MINX 100 T1'0NY7 7' 777000 700 X1 275(FSIA) Act
"W INKXN 711700 DAWNN YT DN TIX K0 X1 ,111010 7wt it
ANwi7a FISAT 07 MI'DN Tj71VIN 0A7Y 0131 1741 17211 1'% NSO

276 ANNTI 71T 711112 0 7V 17'NNY

Y71 71"Mai XX 11"7Vn Dawnn 11'27 NSO vl 2022 7'1aX1
W1 1D 11VD1 W'WIIN TINN1 DMIVIVYY7 DAWN 111 707NN 7V VY7
XY TNI'DNAN 77 TR AT AN 7Y NNYLN 7110100 11 17
T1'1 DAY 112 1L7NN DL Y7.ATIND 017 T71VINGA 711700 DAY
MYT TIX TININY7 w711 17" NX0 D'0AYNa TIWN7 11"7vil bawnn
TIYi71V ,DAYNI 117 TNYDN WAINY TNUN1,Wi7'1 171 7wnn 281101
TII'ON 7V AN177 MIN7V0 TNMYAXn TIX 77w X7 2 OX ,INTT 1000
T1'1 fINT 2023 X111 .FSIATT1 07 Nj71VINGN 17 TX7 731700 AN 1Y
7' 71 NSO 7w MYV TN NY71 TIX T30 TIXORD 117V Dawnil

27° 111107171 TTINNA DAY T1'A7 11T W7 TN

NN LAY 111 7aX 7aN T 7V v NSO 121 1AD1 y'an
D100 1j7VNil N7T11Y YD1 71V ANiT In21 .i1'1712'77 7w '119X0 11NNl
TINDDN1 X7W1 JNTNTIT 1720 TNYXAXD 72X "'WON1 71NN 1177110

Foreign Sovereign Immunities Act of 1976 (FSIA), U.S.C 28, g 275
.1330, 1332, 1391(f), 1441(d), 1602-1611

WhatsApp LLC v. NSO Grp. Techs Ltd., No. 20-16408 (9th Cir., Jan. 276
6, 2022) (rehearing denied)

Petition for Writ of Certiorari, NSO Grp. Techs. Ltd. v. 277
WhatsApp Inc., No. 21-1338 (U.S. Apr. 6, 2022)

Lawrence Hurley, U.S Supreme Court Seeks Biden's View on 278
WhatsApp 'Pegasus' Spyware Dispute, REUTERS (June 6, 2022)

US Supreme Court Lets WhatsApp Pursue Pegasus Spyware 279
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ABSTRACT

The covert use of spyware by regimes—particularly non-democratic
ones—has raised significant concerns regarding its impact on fundamental
human rights. Journalists, human rights defenders, lawyers, and political
dissidents are frequently targeted by this invasive technology, which,
once installed on their devices, enables the comprehensive surveillance
of their private and professional lives. Spyware can access personal
communications, trace social connections, and monitor a target’s activities
and thoughts, leading to the suppression of dissent and stifling freedom
of expression. This abuse poses a severe threat to press freedom, privacy,

and other human rights.

However, spyware also serves lawful purposes. Intelligence agencies
and law enforcement authorities worldwide employ spyware to combat
terrorism and serious crime. Striking a balance between the legitimate
use of spyware in the interest of public security and the need to curb its
misuse to prevent human rights violations presents a significant challenge
for both society and lawmakers. In Israel, these concerns are especially
relevant, as both domestic and international spyware exports involve

Israeli technology companies.

While international regulations exist to control the export of spyware,
these frameworks, particularly in Israel and the United States, remain
largely security-oriented, placing minimal emphasis on protecting privacy
rights. By contrast, the European Union (EU) addresses privacy concerns
more directly, mandating that any encroachment on privacy by law
enforcement or intelligence agencies must adhere to strict principles of

necessity and proportionality. This difference highlights the inadequacy

iii



iv

Policy Paper 197 | Violation of Privacy by Spyware

of current international regulations and underscores the need for more
robust safeguards to protect against privacy violations caused by spyware

abuse.

This policy paper critically examines Israel’s current legal framework
concerning spyware, analysing its limitations in addressing the growing
threat to privacy posed by these surveillance technologies. In particular,
the paper assesses the permissive regulatory approach that prioritizes
national security and foreign relations over privacy protections, a stance
that mirrors US policy. The study compares these frameworks with EU law,
which offers a more privacy-focused regulatory approach. Through this
comparative analysis, the paper aims to illuminate the gaps in Israeli law
and provide a clearer path for its legislature to adopt a balanced approach

to privacy and security.

One potential solution offered by this paper is the adoption of the
contributory infringement doctrine, borrowed from intellectual property
law, as a legal tool to hold spyware developers accountable for privacy
violations. The doctrine of contributory infringement would enable
courts to impose liability on developers who contribute to or facilitate the
misuse of their spyware, even when direct offenders, such as government
agencies, may be shielded by sovereign immunity or other defenses. This
approach could enhance the protection of privacy rights by placing an
additional burden on spyware developers to ensure their technology is

not misused, while also reinforcing accountability mechanisms.

The paper delves into the practical challenges of applying the contributory
infringement doctrine within Israel’s legal system. Key issues include
defining the scope of privacy violations, determining jurisdiction in
transnational cases, and establishing the extent of spyware developers’
knowledge about the illicit use of their technology. For example, how
should an Israeli court assess whether the privacy of a foreign journalist,
targeted by spyware developed in Israel, has been violated? Should

Israeli law or the law of the victim’s country apply in such cases? These
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jurisdictional and enforcement challenges are further complicated by
the fact that spyware developers often claim compliance with export
regulations and limit their customer base to authorized governmental

agencies.

Despite these difficulties, the paper argues that adopting the contributory
infringement doctrine could incentivize developers to introduce stricter
controls over the use of their technologies. By establishing clearer
guidelines and definitions around spyware licensing and permissible
usage, companies can help mitigate the risk of privacy violations and
protect against the abuse of their products. The EU’s General Data
Protection Regulation (GDPR), which has promoted greater uniformity in
defining privacy rights and violations, is explored as a potential model for

guiding this approach.

Furthermore, the paper acknowledges potential enforcement failures,
such as difficulties in proving the developer’s knowledge of misuse
or determining liability when spyware is used by foreign government
authorities. Nevertheless, the paper argues that courts have long held
intermediaries accountable in cases of copyright infringement, even when
direct infringers have claimed legal defenses. This precedent supports the

case for applying contributory liability in the context of privacy protection.

Finally, the paper proposes that the Israeli legislature consider integrating
the contributory infringement doctrine as a supplementary tool to existing
regulations. While not a comprehensive solution, the doctrine would
serve as an essential residual mechanism to address grave violations of
privacy, particularly when other avenues for enforcement are limited. This
approach would enhance Israel’s legal framework by offering a balanced
response to the dual-use nature of spyware—protecting both national

security and the fundamental right to privacy.

The conclusion emphasizes that while contributory liability may not be
without its disadvantages, its adoption is necessary to ensure the proper

functioning of privacy protection in the digital age. By aligning Israel’s

\%
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legal framework with international standards and adopting a nuanced,
case-by-case approach to spyware regulation, this paper provides a clear
legislative path forward for Israeli lawmakers. The ultimate goal is to
foster a legal environment that effectively balances national security with
the protection of individual privacy, ensuring that spyware technologies

are used responsibly and transparently.
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